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STEP 1. Wy [Object / URL Filtering]

@ Object
o |P Address
o Services
g Schedule
g Qo5
o _Application Control
| = URL Filter
g DNS Filter
8 Firewall Protection
o Authentication
o Bulletin Board

11 @y List Settings

| Object > URL Filter

" URL Seftings | List Settings | Other Settings | Log
12 nadu Add

* Basic Setting F .

Name - Name ¥anauyaJd URL listing

List Mode @ Blacklist O Whitelist - List Mode tRidan Blacklist

Match Mode ® Exact O Fuzzy - Match Mode A93Enstsdidau

. Sandstorm ( Active) -Exact AanaglANOa9NIs Block tNTuu

Sandstorm [ (Risk Setting : High) -Fuzzy AalBAANOSINUNGDINNS 3:09NUS
rUNRGaduaslsAla

& Security Risks & Crimial (0/6) [ Select All - Sandstorm AaN1stsd3d@au Malware NuuuulNUlLa

& Pornography & Violence (0/9) [J Select All qwnmsiHaoﬁaqamaou

@ Organizations & Education (0/5) [JSelect Al - URL Database Ao3nudayansausouJursudory

Network & Cloud Service (0/19) [ Select All
@ Life Information (0/17) ] Select All

& Others (0/6) [ Select Al

* Create Blacklist

URL Blacklist ~ URL Blacklist 15%d URL K&arnoan

.

2JN1S Block

18U porn.com, Pornhub

e P - IPv4 Blacklist TRld IP Address Aciaonis Block
- IPv6 Blacklist 11d IP v6 Acaans Block

- Domain Blacklist tRi&lawu @u *.porn.com

IPv6 IP Blacklist

.

Domain Blacklist
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STEP 2. 101 [URL Settings]

L Object > URL Filter

* . . .
URL Setfings | List Settings | Other Settings | Log

2.1 nadu Add

Group Name |

Create block warning message [

List Select

- Group name (Rl@donau3:qnunlisentdn Palicy
- Create block warning message thidnangndanduifiouizudnny Other Settings

L Object > URL Filter

~ . . )
URL Settings | ListSettings | Other Settings || Log

- List Select TRidannnnisasialurodo List Settings

STEP 3. Wy [Policy / Security Policy/Outgoing]
31 Edit Policy awn=Ai0u HTTP policy Tngnafsuauaa

DEST Service Group [HTTP v | Por80
Action

' Policy

Schedule

Qos

Application Control

Max. Concurrent Sessions for Each

Source |IP Address @

Authentication

Bulletin Board

o]
=
<

URL Access Control Q;

- DEST Service Group Goadtdu HTTP port 80 iindu
- URL Access Control Tﬁléanfilanajuﬁashwﬁ STEP 2
3.2 nadu Edit
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STEP 4. thdiaams Block UG uGIU HTTPS TRWudutunis@aay Certificate uutn3adnauwilnas
4.1 @y [Service/Web service]

@ Service

o DHCP

o DDNS

o SNMP

o DNS Server

B Anti-Virus Engine

o Sandstorm

o WEB Service |
o High Availability

o Remote Syslog

4.2.1danwuy [WEB]

| Service > WEB Service

I WEB ‘ HTTPS Log | White Certification

4.3 ¥ Download Software WUG0aWUULASaAaUWILODSA

“

29Ms Block 1oUdaark U

* Encryption Connect Setting :

SSL Listen Port [443 | (Range: 1~ 65535) @)
Certificate Time 2020-09-17 22:24:48
Download SSL Certificate [ Download | [Re-generate Centificate|

https:// Wan IP Address or Domain : [HTTPS Port] /myca.crt
( https:/192 168.111 1/myca.crt )

Certification Installer Download ~ https:// Wan IP Address or Domain : [HTTPS Port] /download_certinstaller. php
Link ( https://192.168.111.1/download_certinstaller.php }

Certificate Download Link

- ﬂénﬁld‘u Download Installer 3=ldi0u Zip Walknany Zip 1

ﬁ ’

Web_Cert_|
nsTaller Web_Cert |
nsTaller

~ " Folder 1d>nanfA File Web_Cert_InsTaller exe (@adiady
STEP 5. whwy [Policy / Security Policy/Outgoing]

| DEST Service Group [HTTPS v | Port{443 | |
Action
* Policy
Schedule None v
QoS None v
Application Control None

Max. Concurrent Sessions for Each
Source |P Address

Authentication Naone

-
®
<
<
<

Bulletin Board Naone v

o]
=5
<

| URL Access Control ‘3;

*** 1ri{y Policy (kJou HTTP uAWasu DEST Service Group 10u HTTPS port 443
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STEP 6. 171 [Other Settings]

L Object > URL Filter

* . v -
URL Settings | List Settings | Other Settings || Log

21 HiMas:uaavdandundu Default TRGGUNSUAOWAGaINTS

¥

Default Block Page Settings

Warning message View
Warning Subject Access Denied

Access to the page has been -
Warning content denied because the following

page is blacklisted

2.2. THna View WwWagdonisunty

Access Denied

Access to the page has been denied because the following page is blacklisted

STEP 7. q Log gihéutsanunuaoru

| Object > URL Filter

H . . )
URL Settings | ListSettings | Other Settings || Log

Source IP ¢ Protocol Destination

192.168.111.78 HTTPS https:/xoxporn’.com/category/%E0%B9%80%E0%B8%AD%EN%B
192.188.111.78 HTTPS hitps:/hoxporn?.com/favicon.ico

192.168.111.78 HTTPS https://xn--72czpj1fd3b9a3a8g3d com/%E0%BI%81%E0%BSE%O
192.168.111.78 HTTPS https://www.porn.com/favicon.ico

192.168.111.78 HTTPS

https:/iww.porn.com/

*** gsnAURIlaaY IP Address / Date




