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IPSec VPN

ﬂ’]ﬁ‘ Settlng ALABNNINIG Setting ‘lwmmuﬂum 2 Site A4 muuw’]m'ﬂ\mmumﬂ’]mﬂ

mumn@ummm Site LWﬂﬂﬂQﬂuﬂ’]’iNﬂW@’]ﬂ FINENNANN ANFINATUAN

Site A Site B
WAN P 10.10.10.1 11.11.11.1
LAN Subnet 192.168.0.0/24 192.168.1.0/24

IKE Setting (Phase 1)

IKE V1 V1
Connection Type Main Main
Preshare Key 123456789 123456789

ISAKMP / DH Group

AES / SHA-1 Group 2

AES / SHA-1 Group 2

IKE SA Lifetime 3 3

IPSec Setting (Phase 2)

IPSec AES/SHA-1 AES/SHA-1
Perfect Forward Secrecy No No

(PFS)

IPSec SA Lifetime 3 3

dunaunsnlFidnll Setting 71 Site A fau

M Site A (IPSec VPN Setting)

1.1y VPN

2 VPN
o [PSec Tunnel
o PPTP Server
o SSLWVPN Server
o L2TP
o SD-WAN

2 Tools



2. laenLuyees IPSec Tunnel

§ VPN = IPSec Tunnel

| |
IPSec Tunnel ‘ Auto VPN Server Auto VPN Client

3.nALN Add tWeaF1s Tunnel nasantuliinuuarAInIm neanuun Ly

* Add New Connection :

IPSec VPN

Enable

Tunnel Name |Site Ato Site B |

Local IP ® [10.10.10.1 | [Custom IP v

Remoate IP @ |P Address or Domain| 11.11.11.1 | ) Dynamic IP Address
Enable Redundant l

Multiple Tunnel Mode O

Local Subnet [192.168.0.0 | [255.255.255.0 (124) v | @

Remote Subnet |192.168.1.0 | [255.255.255.0 (124) v | ©

® Enable Wadngn

e Tunnel Name liflde90 Tunnel fideAsumune

* Local IP {14 WAN IP Address 284 Site A 5.8 10.10.10.1

* Remote IP {11 WAN IP Address 284 Site B #.&1 11.11.11.1

* Local Subnet 114 LAN IP Subnet 7184 Site A 6.2 192.168.0.0 18N
Netmask 1Tt 255.255.255.0(/24) veanuiildenuass

*  Remote Subnet 1ild LAN IP Subnet 424 Site B /.81 192.168.1.0 laaN

Netmask 1111 255.255.255.0(/24) Wamui 1ga11a39

IKE Seiting (Phase1)
IKE @yt Ow2

Connection Type ® Main O Aggressive

Preshare Key | |

ISAKMP |des ~|[md5 ~| DH Group Auto Matching
Local ID ® |P Address ) Domain Name @

Remote ID ® |P Address © Domain Name @

IKE SA Lifetime Hour(s)

* IKE Setting (Phase 1) flun19aiedaamslunisidensaszdng Site A iU B

o IKE l¥iaan v1
o Connection Type T#aen Main




IPSec VPN

o Preshare Key T ldmafiraviun 19w 123456789

o ISAKMP THiAanmuiitsninvunl§igu AES/SHA-1 DH Group 2

o IKE SA Lifetime 1dan 3 Hour(s) Wlunnsiuuanataesnisidensiadn
Fousaliuuidalug Seassinnisaianisidendeluy menzdn
Sraa uanedalisanaasyinlilaw Attack I@ANTBNNE (1-8 Hour)

IPSec Setting (Phase 2)

IPSec |des  ~|[md5 «| @ Auto Matching
Perfect Forward Secrecy (PFS) ® No O Yes

IPSec S5A Lifetime Hour(s)

* |PSec Setting (Phase 2) Lﬂu%umumaﬁwﬁmi’mﬂ@ (Encryption) #1a9a1N
fAfinn9a%19 Tunnel W Phase 1 Geudesugda
o IPSec 1aan AES/SHA-1
o Perfect Forward Secrecy (PFS) AN No

o IPSec SA Lifetime 1@an 3 Hour(s) \{1un19unAa182@4n19 Encryption

B Dead Peer Datection |ho|d V| Dalay |1U |5&cnnds Time out Seconds

[ Drop SMEB Protocol

e fA1mN Default

4.nmju Add 1a3anns Setting 184 Site A Til1l Setting #1 Site B
») Site B (IPSec VPN Setting)
1447411 VPN

2 VPN
o [PSec Tunnel
o PPTP Server
o SSLWVPN Server
o L2TP
o SD-WAN

2 Tools



IPSec VPN

2. laenLuyees IPSec Tunnel

§ VPN = IPSec Tunnel

| |
IPSec Tunnel ‘ Auto VPN Server Auto VPN Client

3.nALN Add tWeaF1s Tunnel nasantuliinuuarAInIm neanuun Ly

* Add New Connection :

Enable

Tunnel Mame |Site Ato Site B |

Local IP ® [11.11.111 | [ Custom IP v

Remote IP ® |P Address or Domain|10.10.10.1 | © Dynamic IP Address
Enable Raedundant J

Multipla Tunnel Mode J

Local Subnet 1192.168.1.0 | [255.256.255.0 (124) ~| @

Remote Subnat 1192.168.0.0 | [255.256.255.0 (124)  +| @

® Enable Wadngn

*  Tunnel Name liflde90 Tunnel fideAsumune

* Local IP {14 WAN IP Address 284 Site B sl.&1 11.1.11.1

* Remote IP {14 WAN IP Address 2184 Site A 5.8 10.10.10.1

* Local Subnet 114 LAN IP Subnet 7184 Site B .21 192.168.1.0 1aaN
Netmask 1Tt 255.255.255.0(/24) veanuiildenuass

* Remote Subnet 114 LAN IP Subnet 1184 Site A 6.2 192.168.0.0 18N
Netmask 1T 255.255.255.0(/24) veanuildenuass

IKE Setting (Phasal)
IKE ®y1 O2

Connection Type ® Main O Aggressive

Preshare Key | |

ISAKMP [des  ~|[md5 ~| DHGroup[1~| B Auto Matching
Local ID ® |P Address O Domain Name @

Remate ID @ |P Address O Domain Name @

IKE SA Lifetime Hour(s)

* |KE Setting (Phase 1) ilunnsafedaan1elunisidansaseindng Site A fiu B
o IKE l¥iaen V1
o Connection Type T#aen Main




IPSec VPN

o Preshare Key T ldmafiraviun 19w 123456789

o ISAKMP THiAanmuiitsninvunl§igu AES/SHA-1 DH Group 2

o IKE SA Lifetime 1dan 3 Hour(s) Wlunnsiuuanataesnisiiensiadn
Fousaliuuidalug Seassinnisaianisidendeluy menzdn
Sraa uanedalisanaasyinlilaw Attack I@ANTBNNE (1-8 Hour)

IPSec Setting (Phase 2)

IPSec |des  w|[md5 | B Auto Matching
Perfect Forward Secrecy (PFS) @ No O Yes
IPSec S5A Lifetime Hour(s)

* |PSec Setting (Phase 2) Lﬂu%umumaﬁwﬁmi’mﬂ@ (Encryption) #1a9a1N
fAfinn9a%19 Tunnel W Phase 1 Geudesuds
o IPSec 1aan AES/SHA-1
o Perfect Forward Secrecy (PFS) AN No
o IPSec SA Lifetime 1@an 3 Hour(s) \{1un19unAa182@4n19 Encryption

B Dead Peer Datection |ho|d V| Dalay |1U |5&cnnds Time out Seconds

[ Drop SMEB Protocol

* dA1m1u Default
4.nALJu Add 145an"7 Setting
il Setting Jagad Site u& IPSec VPN aziusfiunisideysa 41 Setting ifind
IPSec Tunnel azugns@nuNIsnlidesse

blue color of Backgroup - It means IPSec have SD-WAM function

g . The IPsec tunnel is connected.

& - The IPsec tunnel is disconnected.

g - The IPsec tunnel has multiple network segments, and not all network segments are successfully connected.

@2 Fouradiisa

2 Eeusielidsa

ch IPSec ALUAAIINLG Subnet 1ummimmﬂumﬂ1m @7Lup Network 284 Subnet
uummmmuﬂmvmw Site (Exp. umm@um (Route) ﬂEILL@fJ)



IPSec VPN

A IRTLHATZI

n1719971 IPSec VPN azludd IP Subnet 17168278

1 [ ]

dupaudall Daududn Tunnel azansnsnidansiaiulauas fdsldaiunsniuasdaya
[ 1 . 2 v o v . Yo ] v [ 70
WAUIENdNN Site 18 azdiaeinnisaing Policy ayryialifudedeyaviulaneu

M Policy

1.191343 Policy

@ Network

@ Policy

o Security Policy
o |PSec Policy
o SD-WAN Policy

2.18an IPSec Policy Waznatlu Add tWagaing Policy 11#¥1n19aina 2 Policy
*  auQAAIN IPSec Tunnel M7 LAN

* Basic Setting :

Palicy Name | |

Protocol

Path

Source Change To Define

Destination [Any ~| Change To Define
Service Port or Group [User Defined V|F’|:|rt|

o & Policy name

o Path 1aan IPSec To AMNUNNEADYUEYIAAN IPSec T LAN

o Flifineiwuadeulaiu wu ldunguaas LAN 1P 1Wnatlu Add
e aygyimain LAN 17l IPSec Tunnel

* Basic Setting :

Policy Name | |

Protocol

path

Source [ Any ~| Change To Define
Dastination Change To Define

Service Port or Group [ User Defined hd |PDrt|

o ld Policy name

o Path 1a@n IPSec To AMNUNIEAAYEYIAAN IPSec 1) LAN

o Hlifineivadeuladur wu ldunguaas LAN 1P 1natlu Add
\él: Lﬁﬁﬁ“@’m’]ﬁ‘ﬂiﬁfﬂ’]u%ﬂZﬁ\‘i‘ﬁj‘ﬂ@g@‘ﬁlﬂ@@ﬂﬂvﬂf}j’m IPSec VPN a0




