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AUTHENTICATION

* Authentication General Setting

Authentication port {range: 1 ~ 65535,0 means authentication disabled)
Authentication Page ® Default Gateway O User Define

hitps:// Default Gateway :62 , http:// Default Gateway :83
Allow connection gy

Authentication Connection
@®HTTP OHTTPS
Protocal

2.1 Authentication port ANENARAZTIN 82 @aunsailasunlaclaumsaely

gnriu Port it 9]

2.2 Authentication Page Wunisnvue IP Address Lﬁ@ﬁ?ﬂﬂ‘wﬁ’]% Login
Imﬂﬁﬁﬁ;u[ﬁ’fu%ﬁ@ﬂ Default Gateway A8 LAN IP Address 11 Firewall
usidiTsrane LAN 1u Firewall wazifasnslils 1P Address auiilaild

Gateway Lﬁ'/ﬂ\j’aﬁam?ﬁlmmi‘%mﬁ Gateway 114 1P Address ‘ﬁl User Define
L wsnewe @ ileld IP ufhazuansineds@unadnuans

2.3 Allow connection Waneenagnean d1iinnslald aanamang Aoy
nseun Al IP Address flagiuanau Authentication &nsnsndanuiiae
Login 18 i1 http://192.168.99.253:83

2.4 Authentication Connection Protocol #1laan HTTP uaz HTTPS Lfllfﬂﬁ‘?;lﬂ
e Login THASNATNAMNIMNIZAN Gadniden HTTPS anDanrias
Login %muﬁ;@q Certificate nﬂﬂ%‘i

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.99.253 (for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

| l¥maan Advanced uazidanaansuadudaaiveidamin Login



Max concurrant connections

Idle timeout

Re-login after user has logged in

for
Allow change password
Deny multi-login

Temporarily block when login

AUTHENTICATION
256 | (range: 10 ~ 256}

minute(s) (range: 1 ~ 1000}

24| hour(s) (range: 0 ~ 24,0 means no limit)

tailed more than m time(s) ( 0 means no limit )

IP blacking periad m minute(s) ( 0 means permanent blocking )
;Tl;rze:::jrn:i'hljsckwhen login |j time(s) ( 0 means no limit )

Not Show Block Paga i@ ]

Unblocked IP No blocked IP

Account expiration notification Befareljl Days ( 0 represents the day)

Delete expired account After \jl Days (0 means no limit, thatis never deleted)

2.5 Max concurrent connections A8 atryna W [ uanunsnsnsiaiu Auth Server
1#g98m 256 Connections sia £ 14971
2.6 Idle timeout A2 118 Login #113auanliinnsfudedaya inu Firewall visaiaas
wraspaNfamesi i llinsimaenlmaes Mouse s2UL Auth a291NNIAANNS
Fensauaz W §ldeuninig Login lusl wibsanldaziilu wn
2.7 Re-login after user has logged in for ANNVINNEAR fﬁr}ﬂ%\ﬂu Login gi5auay
v t:ll uI/ % o/ dl 1 dl v R 1
avayn W danu ladalueudassuuazinnisaensia el Login Tus
wdaenilu dalug (0-24, 0 AsldiinnssannsiTanse)
o [ o Dndl a) A&I v : %
L yanewe] - wsnzdnuiudesiugnidawesesudaluananunald
2.8 Allow change password BNAANgYNIvLILAzHLd Change password T ldenu
a1N130LLALY Password Laals 1130 Logout
. . v a ¥ . v dl dl a 1 ZJ/
2.9 Deny multi-login anAANgNEldUaE Login lALATaIAaN LATASIALALYINYIL
2.10 Temporarily block when login fail more than Wunsmsaianig Login &@
o dl il/ % o = Ay v
AUIUNATILAININNT Block 0195 ¥i3e (U la
2.11 IP blocking period N7 Block {un7ie login HAATLANNANUILATINNNUA
2.12 Permanently block when login failed more than {119 Block LULINNM931N37
Admin axvinn13AaNe Block Tuiiada Unblocked IP
. . e . A ] dl [ dl .
2.13 Account expiration notification AMNUNILABALLLANNDUNLIUNAL Disable
o v ° . X ¥
r:gfl‘ﬁ\‘ﬁu fNHN3NNUUA Expiration Date 1
2.14 Delete expiration account sxiILazALE IFLnUNAaTE [Ruauauiun

ANMUADNNINITALAANANTELL



AUTHENTICATION

* Authentication Mode Setting

LAPR Edit
Select authentication mode Lkl

{L:Local ,A-AD K P:POP3/IMAP , R : RADIUS Separate items with commas )

2.15 azilursuAdn Auth @187307¢ Username / Password anndilving
- L A@ Local users database azifiuatjuugingnl Firewall
- A A8 Microsoft Active Directory W3alTaNdn AD
_P A8 A9ann POP3 / IMAP #i Mail Server
- R A8 Radius server M&WFLLAL Username / Password
a1u13a@entanannan 1 1iim wazmeuwiaazlaann dne lu w91 e
L, Aazifad Local Aaudnlanufiazliiad A sie
216 NALlN  Esave
217 llfunaudalyl
3. maﬂ‘ﬁmw’@ﬂ Page Settings tdun1susLusgMTNaa Login

i Object = Authentication

POP3, IMAP, RADIUS User User Group

*' Default Setting

Redirect successfully authenticated users to |ww.gnngle.cn.th
whether to have read page -

Popup logout page when login successful O

Default Language g

3.1 Redirect successfully authenticated users to ﬁ@ﬁﬁsﬂ%\mu Login g3 FBINIg
19 Redirect ldniidilazls musaadneaz 1l www.google.co.th

3.2 whether to have read page fnAANgNarAadaUdanINAaINITLAInan 09
1% v , ¥ | ° vy 4 g
azidnlilninae login tnesdasnatlu Accept wuztinldduduneuil

NetinforTech Authentication System

3.3 Popup logout page when login successful 1ﬁﬂ§ﬂLﬂ?@ﬁMNﬂﬂgﬂ Wezie
Login @154 s2uLaz Automatic autinas Logout e Logout aantile
an e



http://www.google.co.th/

AUTHENTICATION

»; Page Color Setting &)

Content Block Background : i Ao 000000 i
Foreground Block Background - i LT 000000 i

Background Block Background : =

* Client Login Message Login Preview

Subject MetinforTech Authentication System
Contant
A
Upload Logo Choose File | No file chosen | Import |
* Client Logged-in Message Logged-in Preview
Logged-in Message
4

3.4 Page Color Setting \{lun1surila @1a91i Login waz Logout
3.5 Client Login Message \{lunslddanauluntinas Login 411130950019
fiaslaanand Logged-in Preview
3.5.1 Subject Apttiaras Auth azegls Logo
3.5.2 Content AadaAufildudsinanitateannsnsiase aiunsnld
\{lu HTML TAG 18

<div style="outline: 1px ; width:58%; height:28@px;align:left; font-
size:14px; line-height:190%; font-family: Arial, Helvetica, sans-serif;
background-color: #Fff;" »<font size="middle"><bs>sruwigmidiaurialdoiu
Suadlia</br</font><div align="center"><table border="8">dWuzin</u>
<1i>5=uuﬁq=njﬁ1muLﬁaiﬁ"ﬂuﬁumai’Lﬁm A1 Wiy .AAaAawt I 2558

Content <liswlansiad@aunisididuaasiniidd  http://login.comouter W
Browser(IE,Chrome,Microsoft Edge,Firefox)
«lizwinnudawilunisidunsaidasa dudaaufineasa/td></tr></table>
</div>

3.5.3 Upload Logo Wunngla Logo Wuiinae Login 1¥nm Choose File
wanAy Import
3.6 Client Logged-out Message tlun1slddananaluniiiag Logout #1:1909
Fatnsfiaie Tnanand Logged-in Preview
3.7 NALjN  @save
3.8 finlUn1n196519 Username / Password ‘17; Local Users
4. L?mmmé Local Users

| Object = Authentication

T
Auth Setting POP3, IMAP, RADIUS User User Group




AUTHENTICATION

Choose File | No file chosen Import Export 1/1 jump to 1 Page e

Require Password Change at Next Login TPort File Format : txt
No Encoding format : utf-8

Required fields : account,password,alias
accountpassword,change_password valid_date,alias

+ 4dd ¢ Edit || % Del One line for each account; use °," to separate items, If you do not set the fields, please, use ;" to separate items

ex.account,password,0, alias

account : maximum 16 characters(a-z, A-Z, 0-9, not have [7&)

password : Please input 3 to 16 characters{a-z, A-Z, 0-9, not have ,2), not the same with account

ps. '§' prefix means that this password is encrypted

change_password : use 1" Or'0’ (1 : Need To Change Password Next Time, 0 : Don't Neet To Change)
valid_date : Format is yyyy-mm-dd, ex: 2010-08-03

alias : Account Name

4.1 Username / Password mmmm%’wﬁlﬂu TXT VLW@"V;fI Encoding format : utf-8
gﬂLL‘Ll‘Ll username, password, change_password, valid_date, alias
- change_password = 0 ( VLsJLﬂfﬁlﬂmﬁmim), 1 ( anunsnLlAeuIENY )
- valid_date = fﬁ“uﬁwmmq
- alias Ae Tauazunana
B98N peter, 12345678, 0,,peter man
| unneue W4 1 username sia 1 1uin
4.2 Choose File fia19anniada 4.1 wanALN Import
4.3 183310 Import t@3auan i ldvindiade User Group watnfeennsasng

Username /Password Naz@alinatly s

* Add User Account

Name | | (maximum 16 charactars)
Account | | (maximum 16 characters) &)
Password | | ( Please input 3 to 16 characters, not the same with account ) @n
Password
Weak Fair Strong -
Strength P
Confirm |
Password
O Require Password Change at Next Login
Account
Expiration

4.3.1 Name Aa Tauazuinana

4.3.2 Account A8 Username M4 Firewall azldAN47 Account unis Username
4.3.3 Password Aa s9aeNu fedldlddasndn 3 sanusuazlaiiie 16 anus
4.3.4 Password Strength flunsuanisndn sviafiisaiaduudeielsl

v |
o A

4.3.5 Confirm Password #ie Wldsiarinugnanasuiiatuduanugnies

4.3.6 Require Password Change at Next time Glﬁ’“fl’ﬂmﬁﬂ;\iﬁmmﬂﬁmgﬂu
WidENUT Login A¥auan

4.3.7 Account Expiration Date finlifinuuadununaigaas Users M

438natu  msee Waiauasuudalfiwy User Group



AUTHENTICATION

5. panTLyeiae User Group

§ Object = Authentication

Auth Setting POP3, IMAP, RADIUS User

51 natu [ +aae | ieaFranguildsunsednis Authentication

O General setting
Auth Setting
O User defined setting

Selec userype

all users N selected users N
Rungroj Mechuvat

5.2 ldia199 Group name azgmiinlui3an’ld7 Policy
5.3 Auth Setting #113#1aan 2 Mode
5.3.1 General Setting auiflumadendiairaluviada Auth setting 81 1791
Tmelsifeg Setting ’Lm%@?ﬁyu Feaanniinis Setting ?{Lﬂuﬁugmﬁlw’i’a
annifudnarlaiden user type

5.3.2 User defined setting 1WNN3AIAUENANNNEN NNFAIAIAZIDUTS 1
Idle timzout minute(s) (range: 1~ 1000)
Re-login after user has logged in _24 hour(s) (range: 0 ~ 24,0 means no limit)

for
Allow change password O
Deny multi-login O

Temporarily block when login
P v g Glime[s}(@ means no limit }

failed more than

IP blocking period G minute(s) ( 0 means permanent blocking )

Permanently block when login
v ¢ Elime(s}(ﬂ means no limit }

failed more than

Redirect successfully

authenticated users 1o |htlp.waw.goUgle.co.lh |

Popup logout page when login

successful

LAPR | ¢ Edit
(L:Local ,A:AD.P:POP3/IMAP, R :RADIUS Separate items with commas )

Select authentication mode




AUTHENTICATION

5.4 Users type #@aen Local ws1e M Local User Database

5.5 €12 Username A1NaNsNggunmIg1eea)

5.7 netlu a0 elalidniny Policy Wenlaldeu Authentication
6.8 maﬂﬁ'm& Policy > Security Policy

@ Metwork

@ Policy

o |PSec Policy
o SO-WAN Policy

6.8.1 laaNINULae Outgoing

|| Policy = Security Policy Jliey

Outgoing Incoming Advance SYN Protection

27 | Refresh | | Dlele all rules | | Zero counter | [ Action v |

6.8.2 i edit 1 Policy Ndasn9llaldeu Auth aenatln .7

* Policy

Schedule

Qos
Application Control
Mazx. Concurrent Sessions for Each

Source IP Address E
[.i.ut-'en'.ic.%:iu:' nit-authen »
Bulletin Board None v

URL Access Control (&

6.8.3 Tiriada Policy m3eiadia Authentication llaan User Group fadald
Wi Auth 9)n°] Policy ( 80, 443, ALL) 284ng3 IP fifeannnatagandns
6.8.4 NALlN | & Bt
6.9 NAgaLNIT LTI

waneIe] ; AMeAeLTLILULTIAFL 1P Address a1n DHCP aziumiae Login Tnedmlula
uidlauminee Login Wfnsan URL i http:/login.computer 4158 URL HTTP
%ujﬁim” WAEN38N URL #agl Facebook, google azlullawane il la 1t
TCP 443 usild UDP 443 Faszuu Auth Talessy




