NetinforTech

15 Setup SSL VPN uuaunsal ShareTech Next-Gen

Fumouns setup SSLVPN deeluil
1.10auiln Firewall GUI ¢g https:/internal-ip-firewall[:port]

2.17m9e Object wazYEaY Authentication

@ Object
o IP Address
B Services
o Schedule
g QoS
o Application Control
o URL Filter
o Firewall Protection
g Authentication
o Bulletin Board

3./99NAANT Authentication wilvindniuygessuuinf Local Users

4 Object > Authentication

Auth Setting Page Settings Local User

4.aAnUn Add wieliia Users 984 SSLVPN 6nil Users agudanazdainisunly Password lvindndl Edit

*/ Add User Account

Name (maximum 16 characters)
Account (maximum 16 characters) .,3\
Password ( Please input 3 to 16 characters
Password Strength Weak Fair Strong =]

Confirm Password

Require Password Change at Next Login

Account Expiration Date I:l

+ Name Aefeves Account flazuanlifld SSLVPN

+ Account g Username fiazldnou Login 10114 SSLVPN
+ Password A9 SWaNIU

+ Confirm Password Aefususiarnsnads

+ uoniuliidoansandeya

+ navu Add 1@uadadunaunisadne SSLVPN Users
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5.AANTLIYERY Users Group tieasengaly SSLVPN 15enls

Group Name

General setting
Auth Setting
User defined setting

Select user type | Local v

Il user =—========-gglected Users==========

Rungroj

+ Add

+ Group Name Tild@tendonnummineitu SSLVPN
+ Authen Setting T9lden General setting Faaglaifinariu SSLVPN
+ Select user type Tiidon local Wiafs Account L31laas1sli7 Local users
+ 1d0n%B Account IINANTNEILNIMIVIN D1FBIN158ALEA Users Tigneannanungie
+ nadu Add \Juadatiumeunisasne Account/Password 983 SSL VPN
6.480N1Y VPN uazAdniuyeay SSL VPN Lile setting SSL VPN
3 VPN

a IPSec Tunnel

o PPTP Server

a SSLVPN Server

a L2TP
o SD-WAN

7.Setting SSLVPN

YUADUATS setting Snamaludl
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§ VPN > SSLVPN Server

SSL VPN Setup SSL Client List S5L Client On-Line Log

Local Interface | | @

WAN1:61.91.38.6

> Server Setting Modify the Server Setting Note : System will cancel all certificates after mo

Service Status * Start Stop Note : It will take a few seconds fo start, plea

0

|
WINS Server 1 | |
|

WINS Server 2 |

Local Port [10443 | - [10443 |

Max concurrent connections (Range: 20 ~ 100}

Client IP Range [10.8.0.0 |1[255 | 255 | [255
DNS Server 1 8.8.8.8 |

DNS Server 2 8.8.4.4

+ |FenLuYeay SSL VPN Setup

+ AAnd Server Setting Modify the Server Setting \fiaid1 Mode N1 Edit SSL VPN

+ Service Status Mildan Start

+ Local Interfaces 19¥na Assist Lilaidon WAN Public IP Address fiagl¥@msu SSLVPN Client Connect

+ Local port T9ild 10443-10443

+ Max concurrent connections AgauaIFtviiousia SSLVPN wiauqiuluiianseiul Client

+ Client IP Rang e IP Address # SSL VPN Server 9x31¢l#iu SSLVPN Client Falaiah

LAN 381U Zone w7

+ DNS Server 1 19ld DNS anudiistl4@niinng Joint Domain T3ten IP Address ve1 AD 31ld

+ DNS server 2 Tiild 8.8.8.8 wSeduy

+ WINS Server 1 81151909015638nT0LA509ANNIABIAe UMY IP Address

+ nAYN Save 1@5aduMOUNTS setting SSLVPN server
8 AdNTaIyeos SSLVPN Client List wagnats Add Litea$na SSLVPN Client

L VPN > SSLVPN Server

—
SSL VPN Setup SSL Client List S5L Client On-Line Log

*' New Certification Group

Comment | |

Authentication Group S5LVPN »

Address of information message | |

+ Comment ldezlsAldndonumune

+ Authentication Group T9lden Users Group fiisnadslu Authentication / Users Group
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+ nadi Add $¥UUaLYINS setting SSLVPN Client WiaiaSaudiazuntiiae

Authentication Group
SSLVPN

User Management
Group Member Number : 1

+ Add

+ 1%im@n9 Icon Folder e Download Lo Software U991 #583¢ Download 910 Link

https://firewall-ip address/sslvpn.php S¥UUAEaM username/ password Tildnuiiisasneld Aoy

@11158 download 181 software unlgdaula

9. dunausslUliduoug @l SSLVPN aunsatiousevsasentdaaiatnanieluldi Policy/Outgoing

wavillailousia SSLVPN agausaiiazeandumesidaliiae

*/ Basic Setting

Policy Name

Source Interface &)

Assign Gateway
Network Address Translation
Protocol

Source @

Destination (2]

SRC Service Group
DEST Service Group

Action

Allow SSL VPN to LAN

SSLVPN v Allow multiple selections
Default v

Routing »

ALL ~

| SSL VPN Type v | SSLVPN_ALL +

SSL VPN Type =

Any v hange To Define
User Defined v |Por

User Defined ¥ |Port

Permit v

+ @314 Policy (routing) muguiiieisenldanuaiasneunieluld

>/ Basic Setting

Policy Name

Source Interface gy

Assign Gateway

Network Address Translation

Protocol

Source &

Destination @

SRC Service Group
DEST Service Group

Action

Allow SSL VPN to LAN

SSLVPN v Allow multiple selections

W2(ppp4001) v

NAT v

Assign Gateway - NAT IP 110171 28 80

ALL ~

SSL VPN Type v || SSLVPN_ALL v | Change To Define

SSL VPN Type =

Any v | Change To Define
User Defined v Port

User Defined v |Port

Permit »

+ @319 Policy (NAT) iel# SSLVPN Client a@nsnsasansislamausumsldaussuunely
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