"\\\‘
ISII;I;TEBII

! www.demo.net

External Users

WAN IP : 10.10.10.1
Mask : 255.255.255.240

www.demo.net (10.10.10.2)

DMZ IP : 172.168.0.0/24

Switch

LAN IP : 192.168.0.0/24 |

I Web Server (www.demo.net)
! Internal IP: 172.168.0.1

External IP : 10.10.10.2
PC
PC Port : 80, 443

App/Database

6.8l Network Diagram

Support : support.th@nit.co.th

Sales : rung@nit.co.th
Mobile : 081=985-6916
Web : www.netinfortech.co.th

Line : nit.sharetech




MAP PORT WEB SERVER

v
o

TuneunadaliyupranisuenannsnFaniitnaingdun DMz Rduneudsil
1.L°IQI’1L3\|°L,§ Network > Interfaces

@ Configuration

@ Network

a )
o Interface o

o Houle

o VLAN(B02.1Q)
o PPPoE

a WWAN

a |P Tunnel

o Interrupt

21880 Zone Ml WAN 1iasa3an1s MAP port

|| Network = Interface EIEd

[rrm—— _ p)
zonel (LAN) zone1 (WAN1-FIX) | — _ne2 (WAN2-DYN) ‘

wEe] : Aadiili WAN 913n19a3519 A Record 1391 DNS vz WAN 715nns FIX IP
3.4514 Virtual IP (10.10.10.2) ‘Emmmﬂqm + add
*  Edit IP Address : { zone1 )

Name |WEBSERVER |
IP [10.10.10.2 | (3
Mask |255.255.255.240 |

Default gateway [10.10.10.14

** This field may not be required.

Management P[]

‘Name WnsanTafidenaumune ».o. WEBSERVER
1P 14 Public IP Address MiaNd8enn71411n"3 MAP port 781, 10.10.10.2
Mask 174 Net-Mask 7idluzas WAN 7isnld a0 255.255.255.240
-Default gateway 131k Router IP Address .81, 10.10.10.14
Aurlidesldan uazldnerly |+ s

4.1y Policy > Security Policy

@ Configuration

@ Network
@ Policy

Iu Security Policy Io
o ec Policy

o SD-WARN Policy

@ Object
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5.ﬂ§m7'u,mé Incoming

|| Policy = Security Policy [EiLEH

—_—
QOutgoing ‘ Incoming ) Advance SYN Protection

6.NALN * 41t fiRFNYINN19a519 MAP port

> Basic Setting

Palicy Name | |

Source Interface @) [ zone1 (WAN1-FIX) [ zone2 (WAN2-DYN)

Network Address Translation [Mapped IP ~| (2]

Protocol

Source (2] |Any V| Change To Define
Destination &) |Any V| Change To Define
SRC Searvice Group [User Defined v | Port |

DEST Service Group [User Defined v | Porf |

NAT O

Acion

-Policy Name slmzﬁ'%i’ﬂﬁ%ﬂmfmuu’m 7.2l Allow Web Server

Source Interfaces WpAnwAawtaNEN 71 Zone lifmssiumaniia¥
Virtual IP Address 6.8l zone1 (WAN1-FIX)

-Network Address Translation i1 Mode mﬁiiﬂﬁﬂﬂ'ﬁ’]ﬁmmi MAP port,
MAP IP lifiaan MAP port uaznatu

MNetwork Address Translation

Mapped IP

Protocol

1914 Port (80, 443) ﬁ Original DEST Port wazld Internal IP 299 Web server

1 DNAT IP Address @214 DNAT DEST Port aZ g AdmI Original DEST port
Original DEST Port DNAT IP Address DNAT DEST Part

[User Defined v | Port 80 | [172.168 0.1 | |80 |
[User Defined v | Port[443 || [172.168.0.1 | 443 |
|User Defined V|F’0|'t| | | | | |
[User Defined V|F’0|'t| | | | | |

et
-Protocol laan ALL
-Source Wilaan Any AauuNNgABNNT Iy ARANTBUaNIsUNAAN D EandL e
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-Destination lilaan Virtual IP Address N#319lusinda 2-3

Destination @I

SRC Service Group zoneZ (192 168 1.2)

zonel (61.91.38.6
DEST Service Group E

zonel (192.168.99.253)

5.8l zone1 (10.10.10.2)
S RLE

7. NAR/RL G‘ﬁlﬂﬁﬂ@ﬁﬂﬂqﬁlu’ﬂﬂ

@ www.demo.net 0

I Ty wd9a1n MAP port udadsliignunsn BaniU 8 iunnsasageu el
- Bandag Interal IP Address 284431 11 http:/172.168.0.1 s
IhidiAdn Web server \Tla Service (80,443) vide sl sidailaiilu Port 31
- Bansag External IP Address 2129434 1 http://10.10.10.2 udmantintitilng
T¥m3aaaandn External DNS 1afin136519 A Record 1viraly
-f13anidaae External IP Address weaidesliuansminid 1Wida Gateway
299 Web Server 3317 Firewall vise'ld 47143 05% 1Aan NAT mode 7 Incoming

Policy

SRC Service Group [User Defined v| Port|
DEST Service Group User Defined v Port
[ar 0

Action Permit v

* Policy

A i052in505

fan19u97 (1] Management Firewall aagl Port 443 a1 IP Address 1184
Firewall 471 MAP port ing1zasyin dizendlilusmsaanis Firewall lals
dmaniae1a/ 18 WiuAe port U Firewall il Port 8uTid 1443, 9443 8




