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Status (IP/Mask/Model/CPU)

Service (DHCP/DDNS /DNS/ClamAV/SPAM/IPSecVPN)

Maintain (Start SSH/Reset Password/Reset IP/Reboot/Power Off)

. Console Port:
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C:\Documents and Settings\Administratordping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: hytes=: time<1@ms
Reply from 192.168.1.1: hyte time<18ms
Reply from 192.168.1.1: hytes time<{18ms
Reply from 192.168.1.1: hytes=32 time<{1Bms

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = B (8xz
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Oms, Average = Bns

C:\Documents and Settings\Administrator>
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. LCM Display:

Mainly displays

Status (IP / Mask / Model / CPU)

Service (DHCP / DDNS / DNS / ClamAV / IPSec VPN)
Maintain (Start SSH / Reset Password / Reset IP / Reboot /
Power Off)

. Console Port:
DTE 115200

A console port for inspecting settings or, if needed, resetting the
device to factory default.

. MGMT. Port:

Connects to your computer directly at beginning.
The default IP address is https://192.168.1.1.

. Port:

+ It can be defined as LAN port and connects to the
internal switch. Even though servers located in the internal
allow external access, they still receive security protection from
NU UTM.

¢ It can be defined as WAN port and connect to the
perimeter router.

. USB Port:

Performs an instant recovery using USB sticks during system
suspend.

6. POWER Indicator: Green light means the power is ON.

7. HDD Indicator:

Blinking green lights means the system is accessing data on the
built-in HD

. BP1 Indicator:

Green light means LAN Bypass is on.
(NU-860H, NU-860T, NU-860C port 4&5 and NU-8700C ~ NU -

8700F ~ NU-8700T Port 1~4 equip with LAN Bypass function.)
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2. Deployment

n Connect LAN (RJ45), and Cat. 5e to the device MGMT. Ethernet Port.

Configure a LAN with DHCP and you’ll obtain 192.168.1.x/24(IP segment)
automatically.

B After getting the IP, ping 192.168.1.1 to ensure network connection.

nternet Protocol PfIP) Properties mm n

General

You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator for

the appropriate IP settings.

I (%) Obtain an IP address automatically I B

() Use the following IP address
IP address

Subnet mask:

Default gateway: https://192.168.1.1
Account/Password: admin/admin

(&) Use the following DNS server addresses:

Prefered DNS server. 8 .8 .8.8
Atemate DNS server: 8.8 .4 4

C:\Documents and Settings\Administrator>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time<1Bms TTL=64
Reply from 192.168.1.1: bytes=32 time<1Bms TTL=64
Reply from 192.168.1.1: bytes=32 time{1Bms TTL=64
Reply from 192.168.1.1: hytes=32 time<1Bms TTL=64

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = B (Bxz
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Oms, Average = Bns

C:\Documents and Settings\Administrator>




II. System Setting

Easy system configuration steps

. https://192.168.1.1
. Acct./PW :admin / admin
. Select a preferred language

° Setup LAN
> Setup WAN

> URL Blacklist

> Security Setting

> Mail Management
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STEP 1. Start Browser (Chrome)
1.1 Open the web browser and enter https://192.168.1.1 in the address bar.

[ https://192.168.1.1 x-
& & C (O AT=2 | burs/192168.1.1

1.2 Enter login Account/ Password
Chrome will pop up for authentication, please enter admin (account)
/admin (password) to log in. And select a preferred language for interf-
aces,currently available in English/ Traditional Chinese / Simplified
Chinese.

NU-840

Account
I

Password

(J Remember account and password



1.3 Login completed. The wizard will automatically pop up to guide you
through the configuration.

NOTE: A step-by-step wizard will wipe all your data and settings before
saving new settings.

Notice!
After the wizard settings are saved, the system will reboot.

it will reset default, and then the items of wizard will be set up.

Do not show tis dialog next tme Cancel -

STEP2. Setup Wizard

2.1 Setup LAN
Please enter your IP address and Subnet mask.

STEP 1 - Network Interface LAN

11— e— 3 4 5 L)

LAN WAN URL Blacklists Socurity Settings Mail Managemant Sutup Completed

Enable STATIC
Namae LAN
IP address 19216811

Subnet mask 2552552550

e -1 -
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2.2 Setup WAN
Administrators can click on the drop-down arrow to select preferred connection
methods. One WAN port must be enabled to proceed.

STATIC: IP address, subnet mask, and default gateway are required to configure
WAN setting. The default gateway is 255.255.255.0

DHCP: A connection method that IP address is assigned by a router/switch in
the perimeter. IP address, subnet mask, and default gateway are not
required.

PPPOE: DSL providers typically use this option. Please enter the account and
password provided by your ISP to gain access to the Internet. If your ISP
provides you a set IP address, you are able to select STATIC.

STEP 2 - Network Interface WAN

1 D —— e —— — ) ——

LAN WAN URL Backlists Security Setings Mail Maniagemuent Setup Completed

Wan1 VéaN2

Enabdle STATIC ]
Name WAN1
1P address 192 168 186 97

Subnet mask 2552552650
Default gateway $92 160 18561

Managemant 1P
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2.3 Setup URL Blacklists
URL Blacklist is switched off by default. Administrators can enable the function,
select match level, enter blacklisted URL or IR or select default categories.

STEP 3 - Url blacklists

I e ! ——— L e 1)

URL Biachlists Secuity Settings Mail Management Setup Completnd

o enoriss [

Match level @ Exact Fuzzy

Biacklisted URL WO YENO com

Biacklisted 1P
Oetault Blackiist [ Aggressive 3 avsoviceo 2 onugs
2 camoing (2 Hacxing 2 Pom
2 Proxy 2 Rearector 2 spyvare
2 suspect B2 warez
e (I R

2.4 Setup Security Settings
Security settings are switched on by default. Administrators can select actions
taken on detected anomalies.

STEP 4 - Security settings

3 4 ey co————
URL Elacklists Securlty Settings Mait Mansgement Sotup Completed
S
+ Anomaly Detection
Anomaly Detection Log Nooty Bk
TP | acoountgensmpie com Passwos [ sow |
e — —
Man secver Authentication OFF TLS  OFF
Reciplent
Blocking actions Biock . 10 minute(s)
+ Intranet Protoction
Coliiston detection : IP m
comson swcson:vsc [
el -
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2.5 Setup Mail Management
Filtering log and anti-virus are switched on by default. Administrators can
choose manually to switch off if it is not required.

STEP 5 - Emall management

2 3 4 5 e———— 0

URL Blackiists Secutity Settings Mail Msnagemunt Satup Comploted

o Anti Virus

— |

WVirus engine @ Clamav

= [

2.6 Setup Completed
To save your configuration settings, click the Save button in the lower right
corner. Please wait for the Setup Wizard to finish. This could take up to 120
seconds.

STEP 6 - Setup Completed

3 4 5 6
URL Blacklists Security Seftings Mail Management Setup Coenpleted

LAN Enable : STATIC IP: 192.168.1.1/ 255,2556,256.0
WAN1 Enable : STATIC 1P : 192.168.186.97 / 255,255.256.0 Default gateway : 192.168.186.1
WaN2 Enable : OFF
Urf blacklists ON
Security settings  Firewall Protection : ON
Anomaly Detection : Log ON Notty OFF Biock OFF
Intranet 4 :1® ON IMAC ON

Email management  FilterLog ON Anti-Virus ON

Do ot show his dialog next time Sanicet ﬂ
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