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English QIG (Quick Install Guide)

I. Hardware Installation (HiGuard X and V)
1. Appearance

Front panel

HiGuard X HiGuard V

Rear panel

-

pr¥

Interfaces

1.
. Power Button
. USB ports

© 00 N O O b

Power Connection

. Console Port

. LAN port

. Port 2 (Custom port)
. Port 3 (Custom port)
. Port 4 (Custom port)
. RESET

Cansola
4

100-240V AC, 50-60Hz adapter
In red color when power off; in blue color when power on.

USB 2.0 performs an instant recovery using USB sticks during
system suspend. Wireless 3G, 4G/LTE are supported to offer
uninterrupted WAN connectivity.

For inspecting settings remotely.

Gigabit Ethernet LAN port that connects to the intranet
Gigabit Ethernet WAN/LAN-PHY Flexible Interface

Gigabit Ethernet WAN/LAN-PHY Flexible Interface

Gigabit Ethernet WAN/LAN-PHY Flexible Interface

Using a pointed object, press the button on the steadily for 15
seconds and then release it.



2. Deployment

n Connect LAN (RJ45), and Cat. 5e to the device LAN Ethernet Port.

Configure a LAN with DHCP and you'll obtain 192.168.1.x/24(IP segment)
automatically.

B After getting the IP, ping 192.168.1.1 to ensure network connection.

o HtiGuara X T /

nternet Protoco P/IP) Properties fwars|

General

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

I (%) Obtain an IP address automatically I

() Use the fallowing IF address: B —

IP address

Subnet mask:

T — http://192.168.1.1/24
Account/Password: admin/admin

(&) Use the following DNS server addresses
Prefemed DNS server: 8 8 8 8

Altemate DNS server: 83 .8 .4 4

C:“Documents and Settings“Administrator’ping 192 .168.1.1

Pinging 1922.168.1.1 with 32 bytes of data:

from 192_.168.1.1: hytes=32 time<{1Bms
from 192.168.1.1: bytes=32 time<l1Bms
from 192.168.1.1: bytes=32 time<lBms
from 1922.168.1.1: hytes=32 time<l1Bms

Ping statistics for 192.168.1.1:
Packets: Sent = 4. Received = 4, Lost = 8 (82
Approximate round trip times in milli—seconds:
Minimum = Bms,. Maximum = Bms. Average = Bms

C:“Documents and Settings“Administrator?>




Il. System Setting

Easy system configuration steps

° https://192.168.1.1
> Acct./PW :admin / admin
o Select a preferred language

> Setup LAN
> Setup WAN

> URL Blacklist

= Security Setting
° Mail Management (available in HiGuard X)



STEP 1. Start Browser (Chrome)

1.1 Open the web browser and enter hitps://192.168.1.1 in the address bar.

[ https://192.168.1.1 *x
€  C )| AF=2|bugs/192.168.1.1

1.2 Enter login Account / Password
Chrome will pop up for authentication, please enter admin (account)
/admin (password) to log in. And select a preferred language for interf-
aces,currently available in English/ Traditional Chinese / Simplified
Chinese.

Higuard X

Account
admin
Password

| Remember-account and password
English v

LLogh



1.3 Login completed. The wizard will automatically pop up to guide you
through the configuration.

NOTE: A step-by-step wizard will wipe all your data and settings before
saving new settings.

Notice!
After the wizard settings are saved, the system will reboot.

It will reset default, and then the items of wizard will be set up.

Do ot show tis dialog pext bme Cancel -

STEP2. Setup Wizard

2.1 Setup LAN
Please enter your IP address and Subnet mask .

STEF 1 - Network Interface LAN

11— —

LAN WAN URL Binckiists

Enable STATIC

Name LaN
IP address. 19216811
Subnet mask 255.255.255.0

= [ I




2.2 Setup WAN

Administrators can click on the drop-down arrow to select preferred connection
methods. One WAN port must be enabled to proceed.

STATIC: IP address, subnet mask, and default gateway are required to configure

WAN setting. The default gateway is 255.255.255.0

DHCP: A connection method that IP address is assigned by a router/switch in
the perimeter. IP address, subnet mask, and default gateway are not

required.

PPPOE: DSL providers typically use this option. Please enter the account and
password provided by your ISP to gain access to the Internet. If your ISP
provides you a set IP address, you are able to select STATIC.

STEP 2 - Network Interface WAN

1 2 — ] — —  —

LAM WAN URL Blacklisis

Letup Completed

Wam1 WeAN2

IP address

Subnet mask

Detault gateway

Managemant [P

STATIC

WANT
192 168 186 97
25526532550
192 160, 1851




2.3 Setup URL Blacklists
URL Blacklist is switched off by default. Administrators can enable the function,
select match level, enter blacklisted URL or IR or select default categories.

STEP 3 - Url blacklists

I — L —— —

IR BEnchbists Sy aqn Mail Management Satup Co

— |

Matchlovel @ Exact Fuzzy

Biackiisted URL WA YENOG. com

Blackliisted 1P
o g9 B3 nuoo-viseo 3 ovugs
[ camoing B Hacking & Fom
2 Froxy [ Redirector 2 sprwane
3 suspect B2 warez
e [ IR

2.4 Setup Security Settings
Security settings are switched on by default. Administrators can select actions
taken on detected anomalies.

STEP 4 - Securily sottings

1 2 3 4 —— . S—
LAN WAN LR EVlachlists Securlly Setiliags Mall Mansgement
Anomaty Detection Log Honty B e
SMTP acrounthexamyle com Pamonr -
Mal serur! Authentication | | OFF |TLS || DFF
Recipisnt
Bipcking actony EHock ] 10 MnUBE{ )
v Imiramed Proeciion
Cellision detection : IP m
Collision detection : MAG -:I
e | (I




2.5 Setup Mail Management (available in HiGuard X)
Filtering log and anti-virus are switched on by default. Administrators can
choose manually to switch off if it is not required.

STEP 5 - Email management

1 2 3 4
LAN WAN UKL Bilackiints Secutity Settings
v Filer Log
rwerios I
A Vs

— 1

Winusengine @ Clamay

o [ I

2.6 Setup Completed
To save your configuration settings, click the Save button in the lower right
corner. Please wait for the Setup Wizard to finish. This could take up to 120

seconds.

STEP & - Setup Completed

1 2 3 4 & 6

LAN WAN WHL Hiacklists Security Seftings ‘Mail Management Setup Comnpleied

5 List
LAN Enable : STATIC P : 132.188.1.1 / 255 255 2656.0
W1 Enable : 5TATIC 1P : 152.168.186.97 / 255.285.255.0 Detault gateway - 152.168.186.1
WaN Enable : OFF
Url blacklists oN
Security settings  Firewall Protection : ON
Anomaly Detection : Log ON Moty OFF Biock OFF
Intranst Protection : Collision detection : 1P OM Collision detection . MAC ON

Emall managemant  Fiierkog ON Ant-¥irs ON

D 1t s (hits 8300 nest time Cancel - m
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HiGuard X HiGuard V
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1 2 3 4

1EREREE 100-240V AC, 50-60Hz £ B g5 -

2. EBRE EREFERNERRAERE  RREBAERRES -

3.USBIE ERBRERIMORERRALERENF - JBBUSBREETRERR
ZER - o]IMEFLRIG/4G USB - RHBER/MREREEEAGSH TE
el -

4.Consolei® TERRREELXAANBREBENERE °

5.LAN 8 REMRENE - SEEARMRARELELAEER -

6.Port 2BEHE (EREJLUBETESR WANSLLAN -
7Port SHERE (EREYJLBTESE WANSLLAN -
8PortdAEEHRE (EREYLBETESR WANLLAN -
9.RESET MANERSH R RIZISIZIRE - RETERK -



2. TEREEIERRE
n RJ45, Cat 5e, B0 LAN £
) =iim ez oHeP 12 - BIETEEIRS 192.168.10/24 FABER 1P -

B IP BYiS1#& - M E B £ Ping 192.168.1.1

EEEEEARES 4 1 (TCP/IPv4) - IE x n

NER{S IP firit(0)

o= a —
O @A TS P W3LE)

L
O http://192.168.1.1/24
r - - ] MR E%/2345: admin/admin

O SHEE DNS FREIHE)

@ EAT 5183 DNS REREIIL(E)

EF DNS BEHEP) 168 . 95 1 1

=it DNS FEEMW 8 8 8 .8 a

C:“Documents and Settingsz“Administrator>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

from 192 _168.1.1: bytes=32 time<{1B8ms

from 192.168.1.1: hytes=32 time<1Bms
from 192.168.1.1: hytes=32 time<1Bms
from 192_.168.1.1: hytes=32 time{1Bms

Ping statistics for 192_168.1.1:
Packets: Sent = 4. Received = 4, Lost = 8 (B«
Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = ®ms, Average = Bmns

C:“Documents and Settings“Administrator’>




°|P:192.168.1.1
- MREE/ZRHE - admin / admin
c BIENHEER

* LAN R

> WAN & E

c URL BEERTE
o PIERTE

o FREEIER (HiGuard XA IEINEE



STEP 1. FRLZIE 2R (Chrome)

11 MAEIRE AL
FTFChrome 2528 - iRARLLEI A https://192.168.1.1

4

D https://192.168.1.1

€ & C )| AF=2 | b#rs//192.168.1.1

1.2 @ AB AR/ 205
#EEHMChromeREBXE A admin (1E5%) / admin (Z£75) 1§
2 - R

mE TREBEAL - WEENHRESR  BIIERE - 3
P =18 % -

Higuard X

L
admin
=
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THFRELRE AR na
STEP2. iR ERKIFE
BEEBLR N NS ARIGRE  ET N —ELEBEELE -
2.1 LAN &%
AP A EERIERS -

STEP 1 - DS/ i 9 LAN

1 — D —

LAN WAN LR, Blacklists

STATIC

WP 192.468.1.58

[ 2. 2552552550



2.2 WAN &7
B FAIREEMBERESN  2ORE—EWANT JEELZ KBS

AE

[STATIC] TETIPfuit - RIS MRS - FARAIE M E255.255.255.0
[DHCP] H Lin=EEoEs - AREREIPALL - BEIBSFRFE -
[(PPPOE##1%] HEEXE T - AHREREIPAM - ARESMEE - 10
REBNZEEIP - tho]FBEESTATIC -

STEP 2 - IREST fai0 N WAN

1 I — ] — —  —

LN Wi TIETL Flige nispy

WRANT AR
B STATIC L
E
P i ViR 168, 166 97

D 255 3552550
L Vi 160 1BE1

wmr

LT




23 URL BEERE

YaRRRARR - B E aIIKIRFEKFERULINAE -

IPRBE  NERRAREETER -

STEF 3 - URL MRF LGS

LAM W BT FllscikBnin

EEH LR - WmAURL 3L

v RE
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2.4 BRERRE

R - EEREFOURBRBEREREFIPETAE - BANMERE -

STEP 4 - BB

3

URL DlsckBists Secuity Settlngs

RAPEHT =5 b s
SMTP aceountiiievample com
Wil Setvid
it
i E=HE
© PeE

s wac L

HeEs

Passwnid

WEENE | OFF | TLS|  OFF
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2.5 BHEEEE (HiGuard X BULINEE
TRRRFRL - BB CRRFBREEZ TR -

STEP 5 - 81 H

3 4 5 ——

UPRL Backlints Secarty Sattings il M greama g Setup Compered

w0 .

2.6 RRETTH

REBARESE  HREBR NMEFR - BHERI120M - ZREBER
EFIARE -

STEP 6 - v

1 2 3 4 5 6

it Elacklints Sucurity Settings Wail Managument Senugp Completed

LAM  Bfil: STATIC P :152.168,1.58 1 285255.255.0
WANT [ STATIC (P :182.168.186.87 /285.285.255,0 FIMGRIE : 192.168.186.1
WANZ U OFF
URL WS OFF
RS W ON
RPN B4 ON o OFF Hill OFF
PIUETE - (MRAHEE P ON  (MESJHEM 1 MAC ON
BAEE  BAAEEESEST ON BiEE ON

B Trrmssacan na




